	These standards are taken from the HL7 Functional Standards for an EHR document.  
It is important to note that the Information Infrastructure standards below represent only a tiny portion of the entire standards. 

	ID
	Function Name
	Function Statement
	Functional Description
	Rationale
	Your Evaluation – Discuss why the EHR meets/does not meet each standard

	I.1
	Information Infrastructure
	
	
	
	Epic system  
	TherapyNotes Software

	eHospital Systems

	I.1.1.0
	EHR Information Security
	Secure the EHR information.
	The EHRS is required to manage EHR information securely. For this, all EHRS applications must ensure the authentication, authorization of entities (e.g. user and applications) and control access to the EHR information.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	This HER System provides a platform to assist those delivering healthcare secure healthcare delivery. It helps identify a patient during registration and works towards the improvement of the patient's safety. Therefore this enhances the security of the HER information.
	It works by storing notes containing  HER information securely such that users can easily search the information in digital files. The therapy notes software keeps documents with strict adherence and compliance with data security provisions.
	It has Security Architecture and uses cryptography to access control. It secures EHR information through network security.


	I.1.1.1
	Entity Authentication
	Authenticate EHRS users or entities before allowing access to an EHRS. 
	Both users and applications are subject to authentication. EHRS application must provide mechanisms for users and applications to be authenticated. Users will have to be authenticated when they attempt to use the application; the applications themselves must establish themselves before accessing EHR information managed by other applications or remote EHR Systems. Examples of entity authentication are • Username/ password • Digital certificate • Secure token • Biometrics.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	It meets the standard since it supports the identification and multifactor authentication. It does this by enforcing a policy that promotes both authentications and re-authentication of care delivery, whereby it helps in transacting patient's information. It streamlines all transactions and support security besides regulatory requirements to avoid disruption of clinical workflow.
	It is a system that runs with integrated authentication. This is critical in allowing access to Electronic Health records.
	It authenticates EHRs of Users by the use of a two-factor authentication system. The authentication leads to increased access to healthcare services and improved quality of care.

	I.1.1.5
	Patient Privacy
	Protect the patient’s privacy according to personal, local, and national rules.
	Functionality allows for compliance with personal, local, and national rules.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Epic Electronic Health Record is software that complies with HIPAA requirements. Its primary focus is to protect patient's privacy by keeping the data of all patients secure. It does this by encrypting patient’s data and information. This system helps in allowing patients to access their health information securely.
	It is a built-in software with a top security priority in ensuring data privacy.  The patient's data is maintained according to HIPPA compliance.
	The privacy of patients is not fully developed. Hence they lack a certain degree of confidentially.

	I.1.1.5.3
	Advisement of Patient Privacy Rights 
	A record that the patient was informed of current privacy policies practices.
	The EHRS will allow for the dispensing and tracking of patient education regarding current privacy policies and procedures. 
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	This system does not meet this standard because its primary purpose is to focus on the protection of patients privacy but not advertising Patient Privacy Rights.
	It has a tracking system for all practices concerning activity logs. Besides, its use and practice stay in compliance with HIPPA rules.
	The system support privacy requirement including the medical records concerning patients. 

	I.1.2.1
	Information Integrity
	Ensure that clinical information is valid according to the healthcare-specific business rules.
	An essential aspect of maintaining a legally sound health record is securing the record to prevent loss, tampering, or unauthorized use. The integrity of the health record may be questioned in a legal proceeding if concerns are raised about the security of paper-based or electronic records. The Rules of Evidence require an organization to have policies and procedures in place to protect against alterations, tampering, and loss. Systems and procedures should also be in place to prevent loss (such as tracking and sign-out procedures), secure record storage areas or systems, and limit access to only authorized users. For example, • Entered data must be validated based on system edit rules and valid code sets. These may be field-specific (i.e. valid list of values), intra-record (i.e. date deceased) date of birth), or they may extend across multiple related records (i.e. test order must exist before test results can be recorded). • Healthcare documents must not be altered as dictated by the "Uniform Rules of Evidence" and the ”Federal Rules of Evidence”. • Translations between numbering systems and written languages must not result in substantive document alterations.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Epic works towards defending the integrity of the Electronic Health Record system in hospitals such as Texas Hospitals. In most Hospitals, this system is installed in the emergency department to help nurses and physicians diagnose patients with health problems. For instance, the Texas Hospital installed an epic system that allows the governance of patient information.
	The software enhances honestly and accurate documentation of patients information.
	[bookmark: _GoBack]The current e-Hospital are yet to develop fully. Some of them are still operating. However, they lack integrity and thus, trust is intertwined within integrity (Sahi et al., 2017). 

	I.1.2.2
	Document Retention
	Retain all clinical documents (including complex standards-based clinical documents) for the policy-designated or legally designated time period. 
	Each healthcare provider should develop a retention schedule for patient health information that meets the needs of its patients, physicians, researchers, and other legitimate users and complies with legal, regulatory, and accreditation requirements. EHRS applications must conform to the current rules.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Epic is a very effective system that helps in the management and retention of data for firms. It provides a high-quality Electronic Health Record system for data collection and management of accurate data. It helps in document retention by retaining raw medical records that can be retrieved anytime, anywhere. For instance, it is continuing to expand, and 50% of the USA population's patients maintain health records in the epic system.
	It offers a billing module where providers create and retain billing documents and reports. It also supports creating work schedules for staff and sending patients' appointment reminders directly from the software.
	Clinical documents like Billing and medical data is retained. 

	I.1.2.5
	Confidentiality
	Promote patient confidentiality by enforcing the privacy rules that apply to various parts of the EHR.
	This section deals with the enforcement of the privacy rules. Patients may be harmed if their privacy is invaded (including unauthorized access to Electronic Healthcare Records) or if the patient a part of their records that they must not access or view. 
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Epics support confidentiality protection for the patient's medical records. This is very important because it helps avoid the stifling of freedom of expression through data collection. It also ensures that patient's privacy is safeguarded.  
	It is run according to the HIPPA Guidelines, policies and procedures that protect patients health information. 
	The e-Healthcare seem to be promising since it offers potential benefits to users and patients. However, there is a challenge in confidentiality in e-hospital, and thus, they are not fully trusted.

	I.1.2.6
	Audit trail
	Track changes to EHR data to verify enforcement of business, security, and access control rules.
	Most information systems benefit from the quality control offered by an audit trail. For example, all backed up systems also note the date and time of the backup in an audit log. However, healthcare-related information systems have many additional events and controls that must be audited (tracked) due to the sensitive (personal) nature of the healthcare data itself. For example, HIPAA Security Rule Section 164.308(a)(1)(i) Security Management Process requires Information System Activity Review, which means to "Implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports." 
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	The system supports the standards by allowing accessibility to audit trail records that strictly ensure integrity. The system supports chronological electronic records for proper documentation. Besides, it offers historical records for compliance and operational integrity. To enforce laws, governance and security of data, the system complies with the HIPPA regulations.
	Its practice concerns tracking of activity log that offers audit trial. Besides, any action is matched to a specific user, and thus staff are kept accountable. Data security and control is run regarding the HIPAA rules and regulations.
	This system focuses on the medical details, such as history and patient physical examination. The audit trail is carried out in a manner that does not violate the requirements of HIPAA.

	I.1.2.6.1
	Amendment history
	Track amendments to clinical documents.
	Once a clinical document receives a mark of attestation by a healthcare provider (e.g., a signature), it becomes a legal document and must be preserved in an unaltered fashion. Sometimes, however, corrections or amendments need to be made to the document. In these cases, the EHRS must keep track of the corrections or modifications such that the integrity of the original (signed) document is still preserved.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	It supports the standard in that most healthcare organizations have experienced an urge to increase the transparency of the information concerning direct access to medical records by patients. There has also been an improvement in inaccessibility of data following the adoption of EHRs with some renewed interest to make medical records available to patients portal; hence this also calls for the changes in medical records policy (Hanauer et al. l, 2014).
	Since this is software for therapy practice management, the alterations made by healthcare providers on the mental status report is tracked to facilitate the delivery of effective healthcare.
	Some of the clinical documents in e-Hospital, like medical history records, are tracked. 

	I.1.2.6.3
	Information Lifecycle Access-Event audit
	Track who, when, and by which system an EHR record was viewed or extracted.
	The EHRS application must record information required to determine who viewed or extracted EHR related information from that application.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	It meets the standard by supporting security policies. It also determines how users understand security policies and establish information security as a priority in the management of EHRs. Besides With the audit trail, epic works by showing records of when and who accessed the EHRs and the performed operation at that time. 
	The login credentials for each staff keep track of any action performed. This makes it easy in tracking who and when EHR was reviewed.
	The e-Hospital system has unique patient identification. This helps in tracking visits. 

	I.1.2.6.4
	Record audit
	Generate an audit report for an EHR record (or for a set of EHR records).
	Differing care settings benefit from being able to identify the various people or systems that viewed or altered a patient's (or set of patient's) EHR's. For example, a judge might want to know how many patients a given healthcare provider treated while the provider's license was suspended. Similarly, a report detailing all those who modified or viewed a particular patient record might be needed in some cases.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Record audit is carried out for the organization to review compliance. The use of epic in HER supports enhances ongoing operation identification to determine what needs to be improved. The record audit identifies clinical practices in need of improvement.
	The documentation is better with the therapy notes. Due to documentation, this system generates audit reports concerning the patient's health assessment.
	The system documents billing for all patients, including services offered to them. This helps make it generate audit reports concerning Billing, which is sent to the insurance companies.

	I.1.2.6.6
	Information-Exchange audit
	Retain any information exchange details along with any amendment history sent with clinical documents by an external clinical or EHR system. 
	Suppose EHR information is exchanged between EHRS applications for viewing or other purposes. In that case, the receiving application must log information about the sender and the nature, history, and content of the information exchanged in the transaction If any translations are necessary (.e.g. vocabulary lookup). A record of the transformation must be created by the receiving application. For example, in addition to receiving an EHR from an external system, receive the amendment history for that record, the identity of the originating system, and details about the receiving system's reception event (including when and by whom the EHR and its audit trail were received). 
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Epic system has a login portal for the “ mychart" that allows for the information exchange audit. This portal helps in retaining patient information, which can be shared with healthcare teams like doctors. Scheduling of appointments and communicating with those who care for patients health is enhanced through the epic system.
	It is a tool that offers an exchange of information concerning medical Billing, patient portal and scheduling and any changes taking place in EHRS. Besides, it has features like “ meet” that allows for the exchange of information through telehealth. 
	The system is designed to offer an exchange of information since it is interconnected to satellite clinics, hospitals and medical stores. The data is shared among these units for the improvement of quality care delivered to patients.

	I.1.2.7.4
	Data Availability
	Make clinical information readily available (as required by a clinical care setting).
	Not only must clinical information be available for recall, in certain care settings, the data must also be available within a proscribed period of time. For example, if the EHRS fails to present a report that it has received from a laboratory in a timely fashion, the patient may die. Depending on the care setting, the EHRS must make all or some of the EHR information available when, where, and how the users need it.
	1. Support the delivery of effective healthcare 2. Improve patient safety 3 Facilitate management of chronic conditions 4. Improve efficiency 5. Facilitate self-health management 6. Ensure privacy, confidentiality
	Epic ensures that there is timeliness as well as reliability of data that can be accessed. It avails clinical information for the continued functioning of EHRs Operations since the health records should be available anytime when needed
	The therapy note worked with multiple protection that ensures that there is adequate data protection. There are also routine backups of data that is securely stored to ensure data is readily available all the time is needed
	The system focuses on providing accurate information. Besides, it includes data that is readily available all the time and up to date 
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